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Internet Mining - Digging for Data

Objectives
At the end of this lesson you will be able to:

= Understand basic Internet technology
= Understand how TCP/IP works
= Understand what an IP address is

= Understand the basic technical procedures
used during Internet communication
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Internet Technology
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What is the Internet?
= No centralized management exists
= Collection of networks and organizations
= Common procedures and protocols
= Guided by different groups
Internet Society
Internet Architecture Board (IAB)
Internet Engineering Task Force (IETF)
World Wide Web Consortium (W3C)
Private “registrar” companies
= Regional & Local Networks
Internet Backbones
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Transmission Control Protocol
&
Internet Protocol
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Transmission Control Protocol / Internet Protocol

= Suite of communications protocols used to connect hosts on
the Internet.

= The defacto standard for sending data over the networks.

u A set of protocols - not a single protocol

= Developed by Department of Defense Advanced Research
Projects Agency (DARPA) in 1969

= Protocols are mapped to a four layer model known as the
DARPA or DOD model
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Transmission Control Protocol / Internet Protocol
...not just one protocol, but a full protocol suite, which
includes:

Transmission Control Protocol — TCP

Internet Protocol — IP

File Transfer Protocol — FTP

Terminal Emulation — Telnet

Internet Control Message Protocol — ICMP

Address Resolution Protocol - ARP

User Datagram Protocol - UDP

and others
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7CP divides data into packets containing
information for error control and reassembly

1P places header on each packet and directs
packets via most efficient route.

At destination:
= IP header is removed.

= The TCP attached to the packet is examined to
ensure no packets were lost or corrupted.

= If lost/damaged, sender requested to resend
packet.




Internet Mining — Digging for Data

Transmission Control Protocol
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Transmission Control Protocol (TCP)

. Defined as a “reliable connection-oriented
transport mechanism”

- Verifies that data delivered across a network
is done accurately and in the proper sequence
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TCP Sequence Tracking

Sequence number in the TCP header keeps track of the sent
/received byte counts for the hosts

Host tracks and acknowledges the number of packets
received by including the byte count in the TCP header

As data is sent and received, the byte count and sequence
numbers increase incrementally

Error control generates and sends a request for missing
and/or damaged packets
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Options + Padding
Data

TCP Header Format
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The Internet Protocol
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The Internet Protocol (IP):

- Responsible to get packets from one system to
another

- IP address uniquely identifies host on a given
network

- No error control provided at this level
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TCP/IP is:
a suite of “protocols”
based on an “architectural mode

Ill
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What is an Architectural Model?

- Provides a common frame of reference for
Internet communications

- Used to explain communication protocols and
develop them

- Separates functions performed by communication
protocols in layers

. Each layer in the stack performs a specific
function in network communication
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Required Elements
= Pathway
A way to get information from one place to another
= Rules
Defined set of rules to facilitate communication
= Connection
Communication between devices
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Rules, Rules, Rules.....defined as

= Models
= Protocols
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Models:
= A concept of how something should work
= It does not provide a solution
= A ‘car’ is an example of concept
Protocols:

= Actually provide a working solution for concepts
identified in a model

= It does provide a solution

= A ‘Ford Mustang’ is an example of working
solution
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Open System Interconnection (OSI) Model

= An essential component of network design since 1984
s Is an abstract model— not strictly adhered to

= Effort by International Standards Organization (ISO)
to standardize network design

= Divides complex host-to-host networking into layers
= Layers ordered from lowest to highest in “stack”

= Stack contains seven layers in two groups
Upper Layers
Lower Layers
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Upper Layers:

» Application specific functions (data format,
encryption, connection management)

7. Application
6. Presentation
5. Session
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Lower Layers:

u Network specific functions (routing, addressing)

4. Transport
3. Network
2. Data link
1. Physical
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THE 7 LAYERS OF OSI
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The TCP/IP Architectural Model*

- Consists of four (4) layers
Application Layer
Transport Layer
Internet Layer
Network Interface Layer

Each layer corresponds to one or more layers of the OSI Model

* DOD Mode/

OSI Model TCP/IP Model

Application
Presentation
Session

Network
Data Link
Physical

OSI and TCR/IP
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NETWORK LAYER
Contains protocols to deliver data to other
devices attached to the network
Three distinct functions:

. Defines how to transmit a frame (data unit
passed across the physical connection)

- Exchanges data between computer and physical
network over physical link

. Delivers data between devices on same network

(Responsible for placing TCP/IP packets on and
receiving them from the network)
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INTERNET LAYER

Defines IP Address

Manages addressing of packets and delivery
between networks
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TRANSPORT LAYER

Where flow-control and connection protocols
exist

Manages the transfer of data via TCP
(connection-oriented) and UDP (connectionless)
transport protocols

Opens and maintains connections ensuring
packets are received.
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APPLICATION LAYER

Provides applications the ability to access the
services of the other layers

Defines protocols the applications use to
exchange data

Where "higher level" protocols operate:

. Simple Mail Transfer Protocol (SMTP)

- File Transfer Protocol (FTP)

- Secure Shell (SSH)

- Hyper Text Transfer Protocol (HTTP)

10
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How does a Protocol Stack Work?

Data passed down from one layer to another
until transmitted over network

Each layer determines how data is handled at
that level

Each layer adds control data (address, routing
controls, checksum) to ensure proper delivery
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How does a Protocol Stack Work?

Control data placed in front is called a “header”
Control data placed at rear is called a “trailer”
All information passed down is treated as data

Each layer places its “header” and/or “trailer”
around previous layer’s “data”

Wrapped messages then passed to lower layer

Wrapping known as “encapsulation”
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How does a Protocol Stack Work?

When data is received by receiver:

- Each layer strips off its header and/or trailer

- Data passed up to the next layer

- Information passed up the “stack” is
interpreted as data and header/trailer

- Process of removing headers and trailers is
“decapsulation”
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How does a Protocol Stack Work?

Each layer in transmitting computer is
enabled to communicate with the
corresponding layer in the receiving
computer

- Known as “peer-to-peer communication”
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Data Packets
Internet is a packet-switched network
Information transmitted via data packets

Long chains of data are susceptible to
loss/corruption

TCP breaks the long chains of data into a useable
series of packets

Typical packet is between 1,000 — 1,500 bytes in
size
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Data Packet vs. Datagram

Often used interchangeably to refer to a “chunk” of
data

When Network’s layer size for datagrams exceeds the

limits of the physical link (Maximum Transmission Unit):

. Network layer breaks large datagrams into packet-sized
chunks

- Data link layer and physical layer process and transmit packets

- Process called “fragmentation”

Receiving host reassembles fragmented datagram in

correct order.
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Dear 1ACIS Studen,

Step 1:
A document is prepared

secipiens. Getting the data packets to their appropriate location is
the job of the IP protocol

13
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Dear 1ACIS Student,

This is an example of how the Transmission Comrol Prosocol and

the Internet Protocol work together to

Interaet. The Transmission Corfrol and Internet Protocols are just

o ofa larger suit of protocols that enable data fransrmissions

o  packs-switched ek, such asthe Tneact
The long chain of information is divided into useable “chunks” of Ste 2 = 4

it typically consisting ofberween 1000 nd 1500 bytes in cize. | ALN6 (010183 [= I W]

This s he role b TCP protool Once the dote s ben divided into “data packet”
eparted into ifernt “packets”, the data i ovid o s itended 1

ecipien: Geting he da packet o thei pproprne ocaons  [ERECSOUION]

the job of the IP protocol

Once all the packets amive at their destination, they are
reassembled into their proper order and the document

seconstructed

LACIS Staff.

Internet Mining — Digging for Data

twa ofa larger suite of protacol: that cnable data transmissions

over a packet-switched network, such as the Internet

The long chain ofinformarion s divided ito useable “chucks” of
dats ypically consisting oFbetuween 1,000 and 1,500 byt insize.
This s the role of the TOP protocol Once the data bas been

separated ino differen: “packets”, the data i owted to it nsended.

P T ————  Step 3:

the job of the P protoccl Each section is enclosed in a data
[ —————— packet with source address,
seassesabledinto thei proper oder andthe document destination addresses, and packet
J— Haa

LACIS Statf
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FROM: 212.42.133

Step 4
o The data packets are now ready
pac | FROM: 212.42.133.68 to be sent over the Internet
TO: 4.102.10
Pa of 4
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Packet transmission route is dependant upon:

¢ Best available route
e Bandwidth available — Network traffic

¢ Node availability
e May use same or different routes

“Like electricity — takes the path of least resistance”

Internet Mining — Digging for Data

Internet Mining — Digging for Data
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IP version 4 (IPv4):

- Fourth revision in IP development

- The first widely deployed version

- Provides data integrity via packet
checksums

- A Best Effort Delivery'’ protocol - does not
guarantee data packet delivery
assure proper data packet sequencing
prevent duplicate packet delivery

Komlll varsian :;;;i: | Type of Senico Total Length
32 Idantification Flage | Fragmant Offast
64 Time to Live | Pratocal Header Checksum
95 Source Addiess
128 Address
! Optlans
or Data
1892+
P der Fo
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IP version 6 (IPv6):

. Developed in 1998 by Internet Engineering
Task Force (IETF)

. The next generation IP protocol for the
Internet

- Uses 128 bit addressing

- Eliminates need for Network Address
Translation

« As of 2008 less than 1% penetration in any
country
MAC OS X - 2.44%
Linux - 0.93%
Windows Vista — 0.32 %

Bits 03 411 | 248 | B2 e
Verdon | Teaffic Class | Flow Label |
Paylaad Longth | Nedeader | Hop Limit |

Source Address

Destination Addiess

HEEEEREIEEE
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Internet Addressing Comparison:
o IPv4
— Sample address construction
e 32 bit - 206.32.114.68
— Maximum addresses

* 4,294,967,296
e IPV6
— Sample address construction
» 128 bit - 2001:0f68:0000:0000:0000:0000:1986:69af
— Maximum addresses
» 340,282,366,920,938,463,463,374,607,431,768,211,456

17
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Simple Comparison of IPv4 and IPv6:

ag% +

I Addressing Space | 3Zbit
Mathematical Exprasgion P

Address Capacity | 4.3 Billion | 240 Undecillion
. Addrassing Typs | Drecimal | Hexadecimal
Metwork Address Translahon Regquired Mot Required

o IPv4 = 4,294,967,296
« IPv6 = 340,282,366,920,938,463,463,374,607,431,768,211,456
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Internet Addressing
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Internet Addressing (IPv4)

Systems connected to the Internet must have unique
addresses

Internet Protocol requires 4 byte numerical address (IP
address) - referred to as “dotted decimal method” or an
“octet”

Four-byte address comprised of two components:

= Network component
= Host component

18
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.040.
102 2%

4 groups of 3 digits (32 bit addressing)
Each group from 0 to 255

Each group called an Octet (28)

Normally written in a dotted quad notation
Some values are reserved
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169.77.121.55
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BINARY IN BRIEF
IP (v.4) Addresses are:
- 32 bits in length

-Composed of four “octets”
-Each octet is 8 bits in length

102 . 186 . 201 . 223

Octet1 Octet2 Octet3 Octet 4

\
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Network Class:

NETWORK ADDRESSING
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Three major network classes:

Class A 1-126 1.0.0.0 — 126.0.0.0
= 16.7 million addresses (hosts) per network.

ClassB  128-191 128.0.0.0 — 191.255.0.0
= 65,546 addresses (hosts) per network.

Class C  192-223 192.0.0.0 — 223.255.255.0
= 254 addresses (hosts) per network
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- 0-255
-
NETWORK ADDRESSING

Indicates the identity of the network

20
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Claws A Private Seewerk
10600 TO 10248288348

Class B Private Ferwarl
1721600 TO 17231288388

Clans © Pravare Nerwaak:

19106800 TO 197 168385358

Reserved Private Network Ranges
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So who is responsible for the management
of Internet numbers?

Regional Internet Registry

= Manages the allocation and registration of
Internet number resources within a particular
region of the world.

Internet Mining — Digging for Data

Regional Internet Registries:

(AfriNIC) for Africa

(ARIN) for
Canada, several parts of the Caribbean region, and the
United States.

(APNIC) for
Asia, Australia, and neighboring countries

(LACNIC) for Latin America and parts of the
Caribbean region

for Europe, the Middle East, and Central Asia

21
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Il AFRINIC

Il APNIC

Il ARIN

I LACNIC
RIPE NCC

Regional Internet Registries
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Internet Assigned Numbers

= Responsible for global coordination of:
DNS Root Zone
Global IP Address Allocations
Internet Protocol Name & Number Registries
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So what’s the relationship between IANA and the Regional
Internet Registries?

IANA delegates Internet resources to the RIR
RIR’s develop regional policies & delegate resources to
their customers:

= Internet Service Providers

= End-user Organizations.

22
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Addressing Schemes

= Static & Dynamic IP Addresses

Static IP Address
= Never Changes
= Used for Dedicated Connections

Dynamic IP Address
= Assigned at Connection
= From Available IP Pool
= Remains “Static” until Disconnection
= Obtained via Dynamic Host Configuration Protocol
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Addressing Schemes

= Dynamic Host Configuration Protocol
(DHCP)
Automated Assignment of
= IP Addresses
= Subnet Masks
= Default Gateway
» Other IP Parameters
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Dynamic Host Configuration Protocol (DHCP)
3 Allocation Modes
= Dynamic - “Leased”
= Automatic (DHCP Reservation)
= Manual

23
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Request for IP Address

DHCP Client
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il Addressing

Made up of two parts

Jjimd ~ wsgc. wa
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TO:

jimd@wsgc.wa.gov

jimd@wsgc.wa.gov

(163.52.128.72) “.WSGC” Router

DHCP Server

P Address:es Available
192.168.0.1
192.168.0.2
192.168.0.3

. gov

".GOV” DNS Resolver

“.WA" Router

24
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Secure Socket Layer Encryption

Secure Socket Layer Encryption (SSL)
= Message Transmission Security Protocol
= Included in Internet Explorer and Netscape
= Uses RSA Encryption & Authentication System
Encryption
= Occurs to two levels
Low — 40 — 56 bits
High - 128 to 256
Depends on client system and SSL Certificate
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Secure Socket Layer Encryption

|@ hktps: | fvaw, bankaFamerica. comjindes:. jsp

Internet Mining — Digging for Data
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Ports
Similar to doors in a building
Different doors used for different purposes
Ports:

- identify which application the data is destined for and which
application sent the data

. allow different applications on the same computer to utilize
network resources without interfering with each other

There are 65,536 ports (0 thru 65,535)
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Ports
TCP/IP utilizes a port numbering convention to
separate each network function, such as e-mail
and web browsing.
Port numbering:
- placed inside every IP packet
- used by the sending and receiving systems to determine

the packet destination.

An IP address and port number together are
referred to as a “socket”
. Example — 210.125.105.226:80
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Some common application ports:

Port 21 — File Transfer Protocol (FTP)

Port 22 — Secure Shell Protocol (SSH)

Port 25 — Simple Mail Transfer Protocol (SMTP)
Port 57 — Mail Transfer Protocol (MTP)

Port 80 — Hyper Text Transfer Protocol (HTTP)
Port 53 — Domain Name System (DNS)

26
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Source IP: 210.46.212.90
Destination IP: ~ 109.43.265.240
Source Port: 0

Destination Port: 80

‘\\:/’,

109.43.265.240

'

Source IP: 109.43.265.240
Destination IP:  210.46.212.90
Source Port:

Destination Port: 80
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Ports
NETSTAT Command Line Utility
= Displays which ports are open
= Displays current connection

C:s>netstat.

Internet Mining — Digging for Data

QUESTIONS?

27
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Time for a
Practical Demonstration

Internet Mining — Digging for Data

TCP/IP Utilities
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TCP/IP Utilities

= Packet Inter-Network Groper (PING)
Used to test if Host is reachable

Sends *ICMP “echo request”
= data packets sent to requested host

Listens for ICMP “echo response”
= data packets returned from host

*Internet Control Message Protocol

28
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32 Bit “"PING” packet

Internet Mining — Digging for Data

Traceroute
= Traces Data Packet Route
= Internet Debugging Tool

= Information Provided:
= Number of Nodes/Routers Enroute
= Time Between Nodes/Routers
= Provides DNS Information
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Traceroute
= Time To Live (TTL)

Number of Routers A Data Packet May Traverse

As Data Packet Traverses a Router
= TTL Count is Decremented by 1
= When Count Reaches Zero — Data Packet is Discarded
= Error Message Sent to Sender

29
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TTLSetto 1
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TTL Set to 2

Target Host

Target Host

30
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Decremented and Returned
With DNS Information

Internet Mining — Digging for Data

Target Host

Target Host
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Traceroute Tools
TraceRoute

= http://www.brothersoft.com/internet/miscellaneous

/[traceroute_10678.html

VisualRoute
= http://www.visualroute.com/

Path Analyzer Pro
= http://www.pathanalyzer.com/
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Path Analyzer Pro — “Report View”
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Path Analyzer Pro — “Geographical View”
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Tracert

Tracert
= Traceroute Utility
= Designed for Windows
= Run From

DOS Command Line
RUN Line

= Enter “tracert” and
IP Address
Domain name

Internet Mining — Digging for Data

Command Prompt

Internet Mining — Digging for Data

QUESTIONS?

33



Internet Mining — Digging for Data

Time for a
Practical Demonstration

Internet Mining — Digging for Data

Routing

Internet Mining — Digging for Data

How Computers Send Data Across the Internet

Important hardware components
= Hubs
Link groups of computers
= Bridges
Link Local Area Networks (LAN)
= Gateways
Translate data between networks
= Repeaters
Amplify data traveling great distances
= Routers
Ensure data packets arrive at destination

34
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Routing

What's the difference between a Hub, Switch and Router?
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Routing

Hub

. Connection point for devices in a network.

. Commonly used to connect segments of a LAN.
- Contains multiple ports.

When a packet arrives at one port, it is copied to the other
ports so that all segments of the LAN can see all packets.
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Routing

Switch

- Device that filters and forwards packets between LAN
segments.

- Keeps a record of the MAC addresses of all the devices
connected to it.

- Can identify which system is sitting on which port.

When a frame is received, it knows exactly which port to send it
to without significantly increasing network response times.
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Routing

Router
- Device that forwards data packets along networks.

- Connected to at least two networks, commonly two LANs
or WANSs or a LAN and its ISP.s network.

- Located at gateways, the places where two or more
networks connect.

- Use headers and forwarding tables to determine the best
path for forwarding the packets

- Use protocols to communicate with each other and
configure the best route between any two hosts.
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What is the function of Routing?

192.168.0.3 192.168.0.2 192.168.0.4

Internet Mining — Digging for Data
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Warriors of the Net

Internet Mining — Digging for Data

The Domain Name System
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The Domain Name System

Domain Name System (DNS)
= Allows Use of Alphanumeric Characters
= Known as “Domain Name”
= WWW.COps.org is seen as 198.106.27.102
u A “mnemonic” device
= Distributed Database Contains
Host Name
IP Address
Routing Information
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Domain Name System (DNS)
= "Resolves” Domain Names

= Allows Users to Reach IP Addresses Using Domain
Name

= Is built on a hierarchical structure

= Service is automatically provided during your login

= Replaces an IP-address with a name for easy
addressing

http://72.1.4.101 = http://iacis.com
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Domain Name System

Distributed Database

= Originally consisted of 13 Root Servers

= Now replicated over 200 Root Servers
Located Around The World
Spread Workload
Provide Data Redundancy
Contain IP addresses of all TLD Registries
and Global Registries
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Major DNS Root Name Servers

Raol namesservers
- Status check map -
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Current Root Server Locations

Internet Mining — Digging for Data

Root Server Operators

ZTErRARY—-IOTMMOO ®>

VeriSign Global Registry Services
Information Sciences Institute
Cogent Communications
University of Maryland

NASA Ames Research Center
Internet Systems Consortium, Inc.
U.S. DOD Network Information Center
U.S. Army Research Lab
Autonomica/NORDUnet

VeriSign Global Registry Services
RIPE NCC

ICANN

WIDE Project
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What do Root Name Servers do?

Publish the “root zone file”

= Root Zone File created & edited by the Internet
Assigned Numbers Authority (IANA)

= Contains names and numeric IP addresses of
authoritative DNS servers for all TLDs

= The Root Zone File is at the apex of the
hierarchical DNS distributed database

Example - in 2004 there were 258 TLDs supported
by 773 different authoritative servers

Internet Mining — Digging for Data

Remember...

No Internet traffic passes through Root
Name Servers

Most DNS information is cached in DNS
servers

When DNS servers do not have the
requested cached DNS information, the
Root Name Server is queried

Internet Mining — Digging for Data

Top Level Domains

Internet Corporation for Assigned Names &
Numbers (ICANN)

= Responsible for assigning Internet Domain Names
and web address since 1997

= Ensures Universal Resolvability
= Ensures Correct Name — IP Mapping

= Accredits Domain name Registrars
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ICANN

Regulated by US Department of Commerce —
National Telecommunications and Information
Administration

US will relinquish administrative oversight

Seeking “multi-stakeholder” to assume oversight

Contract expires September 2015

Internet Mining — Digging for Data

Top Level Domains

Top Level Domain (TLD) Registry
Organizations
= Information About Domain Names Within TLD

Example:
http://www.cops.org — “.org” is the TLD

Internet Mining — Digging for Data

Top Level Domains

.COM - Commercial organization

.EDU - Educational site in the U.S.
.GOV - Government agency in the U.S.
.MIL - Military site in the U.S.

.NET - Network site

.ORG - Nonprofit organization
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Top Level Domains

TLDs with three or more characters are
referred to as "generic" TLDs, or "gTLDs

gTLD Types
= Sponsored
= Unsponsored

Internet Mining — Digging for Data

Top Level Domains

“Sponsored” TLDs are assigned a sponsor
representing the community most affected
by the TLD

"Unsponsored” TLD’s operate under policies
established by the global Internet
community directly through the ICANN
process.

Internet Mining — Digging for Data

v

"Sponsored” Top Level Domains

.aero .mobi
.travel .museum
.cat .post
.int
.edu
.post
travel
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“Unsponsored” Top Level Domains

.org
.net
.com

Internet Mining — Digging for Data

Current List of Authorized TLD's

Internet Mining — Digging for Data

Top Level “Country Code” (cc) Domains

.us United States
fr  France

.au Australia

.cz Czech Republic
.ca Canada

More than 230 country codes
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How are domain names acquired?
Buy on-line:

Domain names 1o up 10 70% LESS Man our compeitian,

Erjey a koeg st of FREE exiras wit every domain ichefing your own el hestig and
biog. P, BrvicE and Supsor T . Y

Fastest growing and 91 overall best registran

#1 in Domain Registrations

Internet Mining — Digging for Data

Resolving a Domain

Many on-line tools available:

= Sam Spade

= DNS-Stuff

= Domain Tools
= Internic Whois

Internet Mining — Digging for Data

QUESTIONS?

Tomns
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Internet Mining — Digging for Data

Whols
= Internet-Based Utility

= Provides Domain Record

Domain Owner’s Name
DNS Information
Administrative Contacts
Technical Contacts

Internet Mining — Digging for Data

Whols

Problems
= Privacy
= False Registrations
= False Registration Information
= Uncooperative Registrars
= Information Timeliness & Inaccuracy
= Historical Information Overwritten
= Globalization
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http://www.samspade.org

Internet Mining — Digging for Data

(Asked NeL43 about

Safenanes Whola Server Version
Domain Nams: BETJAMAICA.COM

[REGIATRANT]

Organisation Mame:

contast Nam
Address Line
Address Line
city / Town:
gvate / Province:
Bip / Postecode:

Crganisation Name:

Contact Nama:
Addreas Line 1:

Clympic Sports Dath Sarvicas
8. Webmaster
1 Mangrave Way

Mentage Bay
11111

kT

1 (876) 3536182

1 {0}

wabmaster-osfjadigipors.com

dafenames Ltd
Intarnazicnal Domain Adminissrazar
ro Box 5085

Milton Keynes MLO
Bucks
MEE 3ZE

(3
44 (1%082) 00022
44 (19083) 25192

hostmastar@aafanaman.nas

http://www.dnsstuff.com

Sharciard Tocis
IS Timing
Chack spsed of your DNS haging

WHCH SAPHONS Luthiuy

oo D e B

[pcmcom

e

a7
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Traceroute
Tracas B route packets takn 1o T host

Erie B

T e

£t o Tovet

e

DHS Loskup
Liseke g 3 D5 rbesed (4, L0C0E5, S04, whe }

& Dechmal 1Py Y Ping
Firds stnrta contacd ke 3 domman Convarty 3 owmal € (4§ T1OTHELT: ok 31 T R e PRt B PR 8 e

= E
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http://www.dnsstuff.com/

[res—r—

Top Level Damain Laakep §) | S50 Examination

B Wab St TP Headars 5

e D v
- e -

RSN hedarzatian & | Find earty P CIRE u
= =) (53

AL Address g | lsneFile D 4} RFCA131 Local IPv Range Gar

eat s 1o P
rnge, per BFCA1E)

http://www.dnsstuff.com/
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Registration Service Provided By: DOMAIMCLIP
Contact: +1.6046388501
Website: http:/ /www.domainclip.com

Domain Name: BODOG.COM

Registrant:
PrivacyProtect.org
Domain Admin ~ **+*@privacyprotect.org)
P.0. Bax 97
Note - Al Postal Mails Rejected, visit Privacyprotect.org
Moergestel
nuiL,5066 ZH
NL
Tel. =45.36946676

Creation Date: 21-Feb-2000
Expiration Date: 21-Feb-2016

Domain servers in listed order:
anycast.bit2host.co.uk
anycast.bitahost.org
anycast.bit2host.net
anycast.bitahost.com
ns0.itZhost.com

Administrative Contact:
PrivacyProtect.org
Domain Admin  *##+#@privacyprotect.org)
P.0. Box 57
Note - All Pastal Mails Rejected, visit Privacyprotect.org
Moergestel
nul, 5066 ZH
NL
Tel. +45.36946676

www.dnsstuff.com
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iDomainTools

[RT] wembers seas

www.domaintools.com

Internet Mining — Digging for Data

o et sy Vi

- o U8y st

MR et 15 ot ey il i BT

o tat
S v o ar gt Ak o P v R i et 13 e S48 U £ s B B

www.domaintools.com
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Thumbnail: 2000-01-01

www.domaintools.com

Queue this Domain for Update
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il s My Whaia

Whois Record
Related Domains For Sale or AtAWCEoN W 2 2 |4 |6 Moees
QgsCemparsd.com ($1,076) BaDiogLifPoils net (Bid) BaDioglifefepods.net (Bid)
BoDoolifsRealsin net BId) PriceQads.com (51,695} QogsTrading,com (51.098)

Regatrant Search, "PrivacyProtectorg™ owns about 104 other doming
Emai Szarch.  contacigiprivacyprotect 019 i sssecated wih sbout 1,106,803 domains.

Rogstrar Histery 3 redistrars
NS History: BShAnGes on 5 unque name $arvers &ves § years.
PHistory: & changes on 4 unigue name servers gver § years.
Whuois History.  L.269 recorsly have been srchived since 2003-01-21
RAeverss 7 4 othor sites hosted on this server

W tonter Tha Domar Nams:

www.domaintools.com
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PELR T

www.domaintools.com
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Site Profile and Search Rank

Related Domans For Sale of At Auction A2 2|4 |8 Mom>
QegsCompared.com ($1.076) BoDoglitePolls.net Bld)y DeDealeReparts.net (Bld)
BeDealifeReqlsinngt (Bid) Prigedds.com ($1,695) DodsTragina.com (51,698

Winbelde Tiln  Onbos Bober, Casing Sperie Retin
Title Relevancy  100%
Weta Description: Bodog is an online gambling site with oniine poker, casing games, sports betting and horse racing betting
Bet in the sportsbook, play biackjack and more!
Relevancy: 86% relevant

and Hesvam Bacing ab Audig

Meta Keywords: bodog, oniine gambiing, poker, sports betting, online poker, sporisbook, online casing, horse betting, online
betting, sports odds.

Relevancy: 80% relevant
SEO Score: 98%
Terms: 267 (Unique: 152, Linked: 119)
Images: 9 (Al tags missing: 1)
Links: 56 (nternal: 43, Outbound: 8

www.domaintools.com
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Aboutls: I i articie on Bodog com

Related Sites: betus com, om, therxforum.com, om, sportsbook,com, sbrforum,com,
covers.com, bookmaker.com, bedogiife. com, wagerweb.com
Similar Domains: B0 Dog - Casino | Bo Dog - Sports Book | Bo Doq - Sports | 5o Dog Affiiate | Bo Dog - Affilates | Bo Dog
Baccarat | Bo Dog - Poker - Downloa . | Bo Dog - Uk | Bo Dog Affiiste Life | Bo Dog Affiiates Life | Bo Dog
Badugi
DHOZ: 1 listings
DUOZ Tike: Bodog
DIMOZ Description:  Casino and sportsbook providing lines on most major sports.
DMOZ Category: / Games / Gambling / Sports { Online / 6/
Wikipedia: 3 pages
Visttors by Country: United States 82.8% = costa Rica 1.2%
[ canada 3.3% weden 1.2%
Great Britain (UK) 1.8% D israsi0.8%
Visttors by City: Los Angeles 7.2% Boston 4%
jew York 6%
E san Francisco 6% Chicago 2.8%

Alexa Trend/Rank:  #5,821: for the last three months.

Compete Rank: 51l 44,287 with 442,279 U.S. visitors per month

www.domaintools.com

Internet Mining — Digging for Data

mm

Rilated Domains For Saie or A1 Auction il 23] +[0
2ddzCompared com b Boloaleef ollg ngl (Bid) BaloglesReports nat (Bid}
BolealsRenis ne Bid) Engedoss.oom (§1.595) SadaTradng com (51.688)

Registration

S Regarer EOMABSCLI DOMAINS, MC
20008221
20068221
20000015

ANFCAST BITIHOST CO.UK
ANVEASTDTIHOST £0M (has 1,637 domaina)
ANYCAST DTINOST hIT

ANYCAST BITIHOST ORG

1S3 BITIHOST COM (has 1530 domaing)
‘whses donantis ton

Q) Dodzacom iregissnss ssd actiee wessts)
Q Budoaos (repetered 8d acte wesets)
T R rrre—

O Dedeatic (repmiensd and acive websie]
@ Bogcowic (regatensd and ne websbe)
O Dodeasn (regaiensd and acive wetate)

www.domaintools.com
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r— o C] -

Server Data
Related Domains For Sale or At Auction Wl 2 2 4] 5 meren
QadsCompared.com ($1.075) BoDoaliterollg,net (Bldy BoDogLifeRepons.net (BId)
BeDoclifeRectstrengt (Bid) PriceQdds.com ($1,695) QacsTradng.com (1,006}
B Ty

W Agdress: GENZAZIT0 WWhom | EverseR Bng | DANGLetEwD Traceroute
Frocaton [F. guebec - Kahnawake - Digetal Medi

Resgunse Code. 200
550 Cert bogoqcom  expes 0 lIdays

Dosai Sutus. Registered And Active Website

www.domaintools.com
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My Whois View

Kelated Domains For Sake of At Auction
DudsCompared com (51.076)
(B

JIENENERE
ool eFalls net (Bid) Bolool HeReparts net (E4d)
Engeldds com (51.685) Odes Trading com (31.858)

Compete Rank: 1| 44987 with 442,279 U.5. visitors per month
ICANN Registrar,  DOMAINCLIP DOMAINS, INC
PP Location: [@1 - Quebec - Kahnawake - Digital Media

Internet Mining — Dig

‘@DomainTools

www.domaintools.com

ging for Data

Welcome jimd74985 Logout My Account

www.domaintools.com
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{&ipomainTools

Reverse-IP

Aboul Reverse 1P

wekeme Jimd7a985  Logout My Actourt

cole. with
resoive to an IF

ORIMAMSS Of 1 WA
1 Addressfwastoame: [FE 212200208 | | 1P Seasch |
Rewerse: 1 lookups today: 6150

n‘l. Mambeen 408 | [ Hesting Merics | Stack

Ticksr | Dawnload | Demain Regisxston | Whees | Domain Suggestans | Site lap

www.domaintools.com
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Domain‘l’ools

wielcome Jlmd74985  Logout My Arcount

Reverse- 1P

search Agnkn

1P Address /astname: 56212230 209 P Sewen |

Search Results for 66,212,270,209 [reverss DNS - www.hodog,com |

[ Jwesan | oucr [ Vo J
1. badeascom &usunas
3, hodegus 0 lisiings o st

rm Mambars dens | S sateg Usics | ook Tickes | Diwnlad | Domsn Regiskasnon | wWheis | Domais Suggessans | S s

www.domaintools.com
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QUESTIONS?

Internet Mining — Digging for Data

Time for a
Practical Demonstration

53



Internet Mining — Digging for Data

Diagnostic Utilities

Internet Mining — Digging for Data

Diagnostic Utilities

Ipconfig
= Command Line Interface
Displays TCP/IP Network Configuration Values
Refreshes DHCP Settings
Refreshes DNS Settings

Internet Mining — Digging for Data

< Command Prompt
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QUESTIONS?

Internet Mining — Digging for Data

Time for a
Practical Exercise

Internet Mining — Digging for Data

Diagnostic Utilities

NSLookup
= MS-DOS Utility
Look Up Domain/Host IP Address

External DOS Command
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e Command Prompt

C:\>nslookup 67.192.74.138
Se dsImodem.domain.actdsltnp
A de 192.168.8.1

wuu_cops .

Name : oryg
nddress: 67.192.74.138

C:N>

Internet Mining — Digging for Data

Time for a
Practical Demonstration

Internet Mining — Digging for Data

Internet Technology Video
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QUESTIONS?
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